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The Internet of Things (IoT) now involves the deployment of Smart
Things in everyday residential environments – houses, apartments,
hotels, senior-living facilities – resulting in Smart Homes. If not
designed, deployed, configured, or managed as expected, these
Things can create unsafe conditions and increase risk of harm to
persons and property.
By examining the entire lifecycle of Smart Things, we take a
holistic, socio-technical approach to protecting security and privacy
in Smart Homes. We untangle the conflicting privacy, security, and
economic needs of residents, owners, and vendors in order to
establish principles for protecting the privacy and security of people
who live in Smart Homes.

Key innovations and Contributions (selected):
• comparison of differing security and privacy attitudes,
• methods for discovering, identifying, authenticating, and
classifying IoT devices in the smart-home context,
• methods for secure third-party security analytics,
• methods to leverage trusted hardware in embedded IoT
platforms, and
• implementation of an “embedded” capture-the-flag
competition in a graduate course – and the successes
and barriers impacting the engagement of minority
students in cybersecurity [6].

By focusing on the lifecycle of Smart Things – design, development,
deployment, discovery, direction, and decommission – the SPLICE team
addresses three fundamental scientific questions:
(A) How does IoT technology in the home create novel security and privacy
risks, and how do these risks vary across complex stakeholder
relationships?
(B) How can we leverage technology to support the privacy and security of
all users throughout the lifecycle of Smart Homes?
(C) What practices and policies will lead to manageable systems that enable
users to live in a trustworthy digital environment while enjoying the
benefits of a Smart Home?

These questions are particularly challenging for residences involving
stakeholders -- owners, renters, management -- who have conflicting
interests, resources, intentions and preferences.
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Team publications thus far include:
• a study of systematic differences in the privacy and security knowledge or
preferences of users who select one of the major platforms (Android or iOS) [1]
• an energy-efficient beamforming and direction-of-arrival estimation scheme,
whose narrower beams may improve security of IoT wireless networks [2];
• a method for classifying IoT devices as being ‘inside’ or ‘outside’ the home [3];
• an introduction to the technology of contact tracing and its usefulness for
public health, considering questions of efficacy, equity, and privacy [7];
• a new way to use harmonic-radar technology to detect the presence of
electronic devices in homes – even when the devices are powered off [8];
• a recurring authentication scheme for device-to-device authentication, which
may help detect spoofing attacks in Bluetooth networks [9];
• SCIFFS, an automated information flow monitoring framework for preventing
sensitive data exposure in third-party security analytics platforms [10].
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Broader Impacts:

Education and Outreach:

Broadening Participation:

Through work with standards-development
organizations and industry leaders on our Advisory
Council, our research insights will help establish a
consumer-focused ecosystem for secure and privacyprotective IoT. The council provides a direct path for
technology transfer to vendors like Amazon, Apple,
Arm, Google, IBM, Intel, and Microsoft, and an
indirect path for much broader influence through
NIST, UL, and Consumer Reports. NIST and other
agencies often call upon us to advise about policy
relevant to security and privacy technology.
Furthermore, several of our PIs often testify before
government bodies – including the US House and
Senate – on technology issues related to our
research.

• We have engaged undergraduate students in
research through REU supplements, the ASURE
program at Dartmouth, and more
• SPLICE students have attended various researchfocused conferences and trainings
• SPLICE students have an opportunity to engage in
cross-institutional exchanges
• Team professional development sessions
• PIs Gunter and Kotz each built a new course
around SPLICE themes
• At a public SPLICE panel “Privacy Implications for
the Internet of Things,” a high-school teacher
asked for advice to bring back to their students,
regarding security and privacy in Smart Homes

• SPLICE and ProperData hosted a joint workshop:
Why IoT’s Even Harder: Policy, Legal, and National
Security Issues for Ubiquitously Connected
Devices with 74 total participants
• Six SPLICE team members have graduated on to
roles at Mastercard, Palantir, Qualcomm, Appian,
and Riverside Research
• All SPLICE grad students and postdocs have
secondary mentors at different SPLICE institutions
• SPLICE faculty hosted 2-week summer camp for
middle-school girls, at Morgan State
• Incoming undergrads: the SPLICE team supports a
summer bridge program at Morgan State
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