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An opportunity for us to gauge how effective 
today’s workshop is
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If you have any questions, you can ask any one of us, or send us an email later at 
splice-outreach-group@dartmouth.edu

https://groups.google.com/a/dartmouth.edu/g/splice-outreach-group


4



and more…
5



6

Homes
can include:

ApartmentTownhouse Standalone homes

Assisted living facilities Dormitories

Stakeholders
can include:

TenantsLandlords Homeowners

Friends Caregivers TechniciansParents

Children

What constitutes a home? Who are stakeholders?
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Make yourself 
at home!

?

✅

⛔

🤔
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Make yourself 
at home!

Buy 
a doll
house!

⛔

Buying 
a doll 
house

✅

🤔
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Buy 
a doll 
house!Unauthorized 

Local Access  
to Devices
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“The family kept the four 
pounds of cookies but will not 
be keeping the dollhouse, a 
$170 Kidcraft Sparkle 
Mansion.”

https://www.wnep.com/article/news/local/bradford-county/little-girl-orders-dollhouse-and-cookies-from-amazons-alexa-racks-up-big-bill/523-0e858c89-0050-4d61-b4c1-6093aa89753d
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Unauthorized 
Remote Access 
to Devices
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“‘They could be watching and 

making note of our 

schedules. If they are hacking 

our system, it's registered to 

our home address so they 

would have our address,’ 

Reed said.”

https://wset.com/news/local/look-behind-you-va-family-says-hackers-used-ring-cameras-to-taunt-their-children



3 minute discussion:

How do you or could you use smart devices in 
your home?

What are your biggest concerns about having 
smart devices in your home? 

Table Discussion
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Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device



Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device
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Reputable 
Manufacturers

Those with a track record of 
prioritizing the security of their devices

When buying devices....

Prefer

Avoid

Tip: Research the company's security 
& privacy history before purchasing!

“Off-Brand” Devices

Unknown Manufacturers 

Less trustworthy, as their 
commitment to security 
techniques are unclear 



Where can I find trustworthy 
information on devices?
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Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device



Installing a Device: Passwords
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What Makes A Password Weak?
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Social Engineering

Reuse

Uses easily available information

Brute Force

Is used on multiple services

Is short enough to guess
hunter2



Brute Force → long ✅

Better Passwords

Create passphrases using a unique, long

combination of random words
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Hard to remember several of these!

Amphibian-Genetic-Compromise-Run-3

Social Engineering → random words ✅

Reuse → unique ✅



A Better Way: Password Manager

Use a password manager to 

securely generate and store 

unique, long, and random 

passphrases and passwords.
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A Step Further
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328509

Something you have

hunter2

Something you know

?

328509

Two-factor 
authentication



Two-Factor Authentication
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Only you should have access to your second factor

Text message/SMS Google Authenticator App



Smart Plug
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Voice Control Remote Control

Scheduling

Auto-Off

Away Mode

Tapo Mini Smart Wi-Fi Plug



27



28



29



30



31

(email from back of iPad)@gmail.com
hikeowner2urgentpride

Note: Do not use this password for 
any of your other accounts
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(email from back of iPad)@gmail.com
hikeowner2urgentpride
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Look for a network named
SPLICE-Montshire
and tap it
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SPLICE-Montshire

montshire
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Type in the name given on back 
of your iPad

Type in the location given on 
back of your iPad
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Choose an icon that 
represents how you 
would use the plug
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Some may need to update the 
firmware. This only takes a few 
seconds. If you do not see this 

screen your plug is all set!
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Set the automatic update 
time to when you would 

not need to use it
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Plug in your iPad’s charger to the smart outlet!
Then...



Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device
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Preventing
Unauthorized 
Local Access  
to Devices

Security goal: prevent unauthorized use 



Guest features allow temporary 
access to your smart devices 

Guest Features

Keeps your settings and personal 
information safe from visitors!
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without granting full control or 
access to your personal settings.

Hey Google! 
Turn on Guest 
Mode!

Turn Voice 
Purchasing off

Give Temporary 
Access to
Give Temporary 
Access to
Give Temporary 
Access to

Give Temporary 
Access to
Give Temporary 
Access to
Turn on Guest 
mode for



Guest Features
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✅

⛔Can we watch 
Peppa Pig?

Can I upgrade the 
subscription?

Buy 
a doll
house!

What’s 
the 
weather?

⛔

✅Give Temporary 
Access to

Unlock the 
door on June 
12th?

Give Temporary 
Access to

Unlock the 
door on June 
12th?

Give Temporary 
Access to

Unlock the 
door on June 
12th?

Give Temporary 
Access to

Unlock the 
door for me 
on June 12th?

Throw a 
4th of July 
party with 
my friends?

✅

⛔
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Preventing
Unauthorized 
Remote Access 
to Devices

Security goal: prevent unauthorized use 



Software Updates
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Software update is 
issued by the 
manufacturer

v1.0

v2.0
Tip: if your device 

supports automatic 
updates, turn them on!

New software 
prevents vulnerability

Device manufacturer 
identifies vulnerability

Adversary remotely 
accesses device using a 
software vulnerability

X



Extra Security Measures on the Tapo Plug
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Automatic Software Updates

Two-Factor Authentication
328509

hunter2
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Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device



Device Transfer
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delete data before getting rid of a device

Old 
images

Email 
addresses

Passwords

Information 
about the 

home

Consider the data on the device

Credit card 
information

Voice 
recordings

Phone
contacts 

Calendar 
information



Device Transfer
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1. Delete any personal 
pictures or information off 
of its storage

2. Sign out of all accounts
3. Follow manufacturer’s 

instructions for factory 
reset

1. Sign out of any accounts 
present on the device

2. Follow manufacturer’s 
instructions for factory 
reset

3. Update the device to the 
latest software

Giving Receiving
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Hold for 10 seconds

Blinks orange and green



Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

What to do?
Secure the smart home lifecycle

Installing
the device

Using
the device

Removing
the device

Getting
the device
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Make yourself 
at home!

You can lower the 
A/C temp 
if you 
really 
need to 🤔

Let’s 
watch TV?

You can use the TV

✅

but... You can’t use the 
Google 
Home

⛔

Setting 
expectations
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Setting expectations

3 minute discussion:

What are some expectations you
would have in this smart home?

What are some ways you can set 
these expectations with in-home 
guests and visitors?

Would you be comfortable doing 
this?

Why or why not?



Questionnaire round 2!
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If you have any questions, you can ask any one of us, or send us an email later at 
splice-outreach-group@dartmouth.edu

https://groups.google.com/a/dartmouth.edu/g/splice-outreach-group


Security and Privacy in the Lifecycle of IoT for Consumer Environments
(SPLICE)

Closing 
thoughts

Take a pamphlet home!
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